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Stanford Investigates 
Theft of Passwords 
■ Internet: Hackers get access for 5,000 accounts. New 
security system had been improperly installed. 

By EDWARD WONG 
SPECIAL TO TllHTIMES 

SAN FRANCISCO-Computer 
specialiats at Stanford University, 
stung by the theft of 5,000 pass­
words, are investigaling Internet 
service providers in Canada and 
Sweden for connections to the 
hacker attack. 

Most of the stolen passwords 
were from student accounts, said 
Stephen Hansen, the campus com­
puter security officer. The theft, 
discovered last week, occurred be· 
tween Oct 11 and Oct. 26. The 
hackers logged on through Inter­
net service providers in Sweden 
and Canada, although they may 
have been based ln other countries. 

Hansen declined to name the 
' providers for fear of jeopardizing 
the investigation. The information 
collected will be turned over to the 
FBI, which is aware of the incident 
but has not launched an investiga­
tion, Hansen said. 

The hackers were apparently 
able to break into the university 
system because a new security 
program had been improperly in­
slalled on about 5% or Stanford's 
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computers. The hackers planted a 
"sniffer" program that detect.fl 
when people are logging on and 
saves their passwords into a file. 
The breach was discovered by a 
system administrator. 

"We thought we were secure," 
Hansen said. "We followed all the 
best procedures, but we forgot 
about human error." 

System administrators have sent 
e-mails to the 5,(XX) violated users, 
advising them to change passwords 
on their accounts. Almost all did so 
within two days, and only about 
200 accounts had to be frozen. 

Hansen said the hackers did not 
use any or the passwords. He added 
that Chelsea Clinton, daughter of 
the president and a student at 
Stanford, uses her own e-mail 
account with special security fea­
tures. 

"Most students didn't think it 
was such a big deal," said Jim 
Peng, a student computer consult­
ant. 

Hansen said he didn't know what 
motivated the hackers, although he 
SllSpects that they intended to 
hand out the accounts to other 
users. Within hacker culture, dis-
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LOS ANGELES TIMES 

ASTHMA & ALLERGY FOUNDATION OF AMERICA & 
THE UNIVERSITY OF SOUTHERN CALIFORNIA 

HONOR 
DONALD T. STERLING 

1998 HUMANITARIAN OF THE YEAR 
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WE ARE HONORED TO CONGRATULATE DONALD T. STERLING 
FOR YEARS OF SERVICE TO THE ASTHMA & ALLERGY FOUNDATION 
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